


The Dark Wb

The 1 nternet has changed Iin nany ways Since
It first becanme publicly accessible in the
1990s. One of the nost controversi al

devel opnents is the growh of the so-called
dar k web.

This is the part of the World Wde Wb t hat
all ows users to remai n anonynous. You nay be
concerned about your child visiting the dark
web, especially as press reports often
associate it wth dangerous, or illegal,
online activity.



The Dark Wb

However, i1t Is not always used for illicit
activity and the problem does not cone from
the technology itself, but rather fromthe
ways I n which people use it.

Bei ng aware of the basic facts about these
parts of the internet can help you to have
open and realistic conversations wth your
child, especially if you are concerned about
t hem using the dark web.



What are the different parts of the internet?
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What are the different parts of the internet?

The deep web is the part of the Internet
which is generally hidden from public view.

Unl i ke the open web, the deep web i s not
accessed via the usual search engi nes.

Much of It Is very ordinary; organisations
have websites that can only be read by

aut hori sed people such as their enpl oyees,
wth their information password-protected.



What are the different parts of the internet?

The dark web is generally accessed using
dedi cated software, wth the best known bei ng
TOR (The Onion Router).

Around 2.5 mllion people use TOR every day.
|t provides anonym sing software whi ch can be
accessed via a Google search and then

downl oaded free of charge.

TOR itself i1s not the dark web but is a way
to browse both the open and dark web, w thout
anyone being able to identify the user or
track their activity.






To access ‘hidden services

A hidden service Is one where not only the
user, but also the website itself, has their
anonymty protected by TOR

This neans that the I P address of the site
cannot be identified, hiding Informtion
about 1ts host, |ocation or content.

St udi es suggest that the majority of TOR
hi dden service activity is illicit. For
exanple, a study in 2014 found that nearly
60% of hi dden services contain ill egal
content such as drugs, weapons and stol en
goods.



https://www.scribd.com/document/296782745/Towards-a-Comprehensive-Insight-Into-the-Thematic-Organization-of-the-Tor-Hidden-Services

How do | know if my child is accessing the dark web?

Of

6 Welcome to Tor Browser
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You may see the |logo to the
right on your desktop or
placed in a fol der sonewhere
on your conputer.

You may see your child
accessing a web browser that
| ooks different to the one
you woul d usual |y use.

TOR often uses Mbzill a
Firefox as the basis of its
br owser. i S



I've just discovered that my child is using TCR What should
| do?

It is inportant to keep a sense of perspective. There are
many reasons for using TOR, and it does not autonmatically
nmean that they are doi ng anyt hi ng dangerous or illegal.

I n many ways, the risks of the dark web are the sane as those
that may be encountered in the open web. Young people in both
envi ronnents nay access pornography, indecent |Inages of
children, or sites selling drugs and weapons.

It is inportant to have open conversations wth your child to
hel p t hem devel op safer behaviours online. Explain to your
child that there is a lot of illegal content in the dark web,
and that you do not want themto be exposed to this.



Respect thar desire for privacy

Many young people are concerned with political matters
such as internet privacy and security.

There may be alternatives you could explore such as
the use of a VPN (Virtual Private Network) as a
potential neans of providing an additional |ayer of
security to their online activities.

| n addi tion, encouragi ng young people to use privacy
filters on social nedia, think critically about what

t hey share online, and control who is on their friends
and contacts lists, Is a good way to help them
maintain their online profile discreetly.


https://parentinfo.org/article/what-are-virtual-private-networks

Gat support and be supportive

You can use the Thi nkuknow website to explore
strategies that your child can use to help themto
stay safe online, as well as tips on managi ng their
online |ives.

Above all, young people should know where to go if

t hey conme across sonething that worries them or makes
t hem feel unconfortable, in both the open and dark
webs. Make sure they know they can cone to you if they
need to, regardless of where on the internet it may
have occurred.

| n addition, ensure they know how to report to NCA-
CECP if they are concerned about sexual abuse and
expl oi tati on onli ne.



https://www.thinkuknow.co.uk/
https://www.ceop.police.uk/ceop-reporting/
https://www.ceop.police.uk/ceop-reporting/

Further Reading

VWat Is the dark web and is It a threat?

Don't be afraid of the dark net



http://www.bbc.co.uk/guides/z9j6nbk
https://parentzone.org.uk/article/dont-be-afraid-dark-net
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